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Office on Drugs and Crime (UNODC) has
published a report that provides the world
with a guide to the best practices to
criminalise darknet markets. The document
will be published in Italian and English
languages on the 25th of September, the
first day of the General Assembly. The
UNODC Chairman, Yuri Fedotov was quoted
In the release: “This initiative builds on our
experience of applying the UN Convention
against Transnational Organized Crime to
the darknet. We are confident that global
best practices around regulation of the
darknet will be developed, tested and
adapted.” This initiative was initiated by a
group of 32 UNODC's experts. They were
deliberated under the leadership of Jean
Luca Stanca, Special Adviser for Cyber
Crimes Prevention. The UNODC defines
darknet as a “complex of interconnected
and autonomous entities that exists solely
over the Internet.” It is not developed as a
platform like the ones used by stock
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exchange systems to find or trade their
products. Instead, it is a space, a hidden
network where all transactions are done
anonymously, and have no true owner. In
this space, the cybercriminals can sell and
buy any illicit items, from drugs to
weapons, and other types of illegal items.
Therefore, UNODC'’s goal is to reduce the
accessibility of the website and the
possibilities of money laundering for the
consumers. This initiative calls for the
creation of a “police and judicial
cooperation network,” a “specialised
detention facility,” “data analysis and
decision support services,” and
“technologies for the prevention of the
market, such as blockchain forensics,” to
help the law enforcement agencies perform
their missions. This coalition of 32 experts
IS also going to address the issue of
cryptocurrencies, and support a set of
principles that are going to be presented at
the UN General Assembly. These principles
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will frame the economic status of the
virtual currency in relation with the legality
of illicit items offered. This initiative will be
the biggest worldwide attempt to regulate

the cryptocurrency market, and it
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